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Abstract

Background: State-owned entities (SOEs) are under increasing pressure to improve their performance and adopt new technologies. The main elements of efficient information technology (IT), governance and overall organisational performance will be elucidated and examined in this study. The methodology is intended to evaluate the strategies, plans and policies needed to improve South Africa’s global competitiveness. It will assess how well these instruments support national development goals, identify any gaps or inefficiencies and provide insights for improving them to promote innovation, sustainable growth and economic resilience.

Objectives: The objective of this study is to evaluate current IT governance guidelines and practices by assessing existing IT practices in South African SOE.

Methods: This study used a systematic literature review approach to ensure a thorough and transparent evaluation of the body of available literature. Google Scholar and Sabinet were used to find and obtain a wide variety of pertinent articles. The review approach specifically used predetermined inclusion and exclusion criteria to preserve methodological consistency and reduce selection bias. The Preferred Reporting Items for Systematic Reviews and Meta-Analyses framework, which organised the screening, eligibility evaluation and ultimate selection of papers for analysis, was followed in the development of these criteria.

Results: The results indicate that achieving synergy in digital technologies requires both the clear alignment of IT goals with the organisation’s strategic goals and the efficient use of IT governance. Moreover, in a quickly changing technical context, aligning digital projects with governance principles not only improves accountability and transparency but also encourages creativity and flexibility.

Conclusion: Integrating digital technology with IT governance offers a game-changing opportunity to improve the performance of SOEs. This improves decision-making procedures, operational effectiveness and strategic alignment with national goals by incorporating cutting-edge digital tools into governance frameworks.

Contribution: This study will make a significant contribution to understanding the complexities of IT governance frameworks implementation in South African SOEs.
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Introduction

Although there are established high-level governance frameworks for organisations, such as the King IV Report on Corporate Governance and Control Objectives for Information and Related Technologies (COBIT), their implementation in the context of South African state-owned entities (SOEs) still remains a challenge. This paper explores the reasons why these frameworks have not resulted in efficient information technology (IT) governance as well as the elements that make their application in South Africa’s public organisations ineffective. Therefore, to comprehensively examine the IT governance environment, this study adopts and operationalises a specific analytical framework developed from the synthesis of these worldwide standards and customised to the unique demands of IT governance systems. The framework was developed upon several interconnected governance domains, modified from COBIT’s key areas and synchronised with the ethical character of King IV.

A study by Milakovich (2021) asserts that strategic alignment and ethical leadership domains assess how IT initiatives are directed and controlled. They look at the existence of formal governance mechanisms (such as steering committees), the development of moral guidelines for the use of IT and the proactive role of leadership in promoting a culture of responsible innovation. This idea is in line with King IV’s focus on sustainable long-term value leadership. Furthermore, it aligns with the COBIT framework’s ‘Align, Plan, and Organize’ domain, which emphasises structured governance and strategic coherence. Additionally, it integrates the concepts of risk management and value delivery, especially when it comes to ensuring that IT projects are carried out in a way that is regulated, managed and compliant. It evaluates how businesses recognise and reduce IT-specific risks as well as how they monitor and guarantee that IT efforts maximise positive business outcomes while limiting negative ones. This aligns with King IV’s risk management principle and COBIT’s ‘Deliver, Service and Support’ and ‘Monitor, Evaluate and Assess’ domains. Lastly, the control environment and assurance examine IT operating guidelines, technical controls and assurance systems. It evaluates the application of model governance, data quality norms, lifecycle controls and internal or external audit methods to verify compliance and effectiveness.

In support of the above elucidation, SOEs face increasing pressure to enhance their performance and deliver value to residents in a time characterised by swift technological advancements and digital transformation. Jere and Ngidi (2020) assert that the idea that clear strategies are essential for handling the difficulties present in modern corporate environments is supported by the integration of digital technologies with effective IT governance.

Nxozi and Flowerday (2021) further assert that State-Owned Entities (SOEs) are public enterprises as defined by the Public Finance Management Act (PFMA), which includes SOEs, also referred to as government-owned enterprises. Thus, these SOEs are independent organisations that the state either entirely or partially owns to accomplish the many socio-economic objectives of the government. This study explores the synergy between digital technologies and IT governance to boost SOE performance. Some SOEs are still lagging in using the newest technology to improve their operations, even though technological breakthroughs have made it feasible for organisations to improve their daily operations by reducing organisational procedures.

Effective IT governance, according to Mangundu (2023), offers an organised method for managing IT projects that is directly related to organisational goals. This connection ensures that investments in technology are not made in a vacuum but rather make a significant contribution to strategic business objectives. By doing this, IT governance helps ensure that these investments yield the highest returns while reducing risks and enhancing resource distribution throughout the organisation. It is noted in the study that traditional governance structures require proper strategic planning; however, the same governance structure should meet new opportunities and be able to address problems as digital technologies advance. As a result, SOEs will be able to account and be transparent by streamlining operations, improving service delivery and encouraging innovation with digital tools. Moreover, Ali et al. (2021) add that IT project investments require a strong governance structure that is trustworthy and instils confidence in the investors’ choices. Notwithstanding that, IT governance requires a stable environment and clear and effective procedures for market analysis and prediction in accordance with clear and stable laws. Zhen et al. (2021) noted that IT governance offers a methodical way to match business objectives with IT strategy, guaranteeing that investments in technology produce value and reduce risks. State-owned entities can have a synergistic impact that improves performance and cultivates a culture of agility and responsiveness to shifting market needs by fusing digital technology with efficient IT administration (Jiaping, 2023).

This study seeks to explore the synergies between digital technologies and IT governance in the context of South African SOEs. Sofyani et al. (2020) elucidate that, utilising these technologies, SOEs can achieve notable advancements in several operational domains, including management, for better decision-making and resource allocation, made possible by improved data collection and analysis skills and service delivery as a mandate to SOEs, which provides the public with more effective and easily accessible services. Muslih et al. (2020) and Amedzro St-Hilaire (2023) further agree that digital tools and automation simplify procedures, cut expenses and boost output.

The following section delves deeper into the study by reviewing the existing literature that provided its foundation. The pertinent supporting underpinning theories and literature are reviewed. It examines key concepts and practice frameworks such as COBIT, Information Technology Infrastructure Library (ITIL), International Organization for Standardization (ISO) and, finally, related works.

Underpinning theories and literature review

Information technology governance

Landau (2023) defines IT governance as a collection of principles and practices that are put in place to ensure that all organisations’ IT activities are aimed towards meeting their business objectives. These IT activities include structuring IT teams, procuring IT assets and configuring IT infrastructure.

A study by Tian and Chen (2022) asserts that the primary goals of implementing IT governance in any given organisation are typically to ensure that IT generates business value, to oversee the performance of IT managers, to assess risks associated with the IT department and to establish an IT disaster recovery plan to provide transparency and accountability to IT operations.

The importance of information technology governance in South African state-owned entities

Stone et al. (2015) define information and communication technology as the use of computers and telecommunications devices to gather, store, retrieve and distribute data for an organisation’s operations. To promote digital inclusion and close the digital divide, Information and Communication Technologies (ICTs) is essential. Ensuring fair access to technology is essential for advancing social justice and economic possibilities as economies depend more on digital platforms (Wu et al., 2023). Governments and organisations are putting policies and programmes in place to improve digital literacy and infrastructure because they understand how important ICT is to reach these objectives (Mello, 2020). According to Jere and Ngidi (2020), the idea of technology adoption itself is intrinsically linked to the importance of field research investigating how organisations embrace and incorporate new technologies into their daily operations. As a result, IT governance includes the incentives and difficulties related to technology adoption in addition to the formal processes. These elements can therefore have a significant impact on an organisation’s overall success as well as its competitive edge.

Since SOEs frequently must pursue modernisation efforts while also upholding public accountability and providing high-performance services, it is very important to understand how SOEs adopt technology. Sofyani et al. (2020) state that effective IT governance frameworks help firms maximise resources by facilitating accountability and decision-making. Several models, including ISO standards and the COBIT framework, offer recommendations for creating strong governance frameworks. Strong IT governance improves corporate performance, risk management and compliance, according to the literature (Malope et al., 2021).

For the above reason, good IT governance ensures that strategic plans and investments are in line with the overall goals of state-owned businesses (Dincă et al., 2019). In South Africa, where SOEs are key to providing basic services and promoting economic growth, this alignment is vital. State-owned entities can improve their operational effectiveness and service delivery by coordinating IT projects with strategic goals (Sutherland, 2020). State-owned entities are exposed to significant risks concerning cybersecurity, data privacy and regulatory compliance, according to a study by Zhen et al. (2021). Strong IT governance frameworks assist in addressing these issues by empowering SOEs to recognise, evaluate and reduce such risks, protecting private information and upholding public confidence.

Digital technologies to enhance performance capabilities in state-owned entities

State-owned entities are becoming more aware of the vital role that digital technologies play in improving their performance capabilities in the quickly changing technological world of today (Wilkin & Chenhall, 2020). Budgetary restrictions, public accountability and the requirement for efficiency and openness are some of the difficulties faced by SOEs as public sector entities entrusted with providing important services. These organisations have a revolutionary chance to overcome these obstacles and enhance their operational efficacy through the integration of digital technologies, including cloud computing, big data analytics, artificial intelligence (AI) and the Internet of Things (IoT) (Amedzro St-Hilaire, 2023). Additionally, Malope et al. (2021) state that SOEs can improve service delivery, optimise resource allocation and streamline procedures with the help of digital technologies, which eventually raises citizen satisfaction. Cloud computing, for example, provides scalable solutions that lower infrastructure costs, while big data analytics gives decision-makers access to insightful information gleaned from enormous databases. Similar to how IoT devices can enable real-time monitoring and control of public services, AI and machine learning can automate repetitive operations, freeing up human resources for more strategic endeavours. Information technology governance should concentrate on several important areas, such as performance measurement, risk management, stakeholder value drivers, IT value drivers and strategy alignment within IT, as shown in Figure 1.
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Additionally, implementing technology supports larger government goals, including increasing accountability, encouraging transparency and spurring innovation in the provision of public services. In addition to enhancing internal operations, SOEs can increase citizen participation and meet citizens’ expectations in an increasingly digital world by utilising digital tools (Rakhmonov & Choriev, 2022). Moreover, Martínez-Caro et al. (2020) added that SOE’s have a great chance to improve their performance capabilities through the incorporation of digital technologies. Understanding the underlying reasons for adopting new technologies, the difficulties in putting them into practice and their potential uses will be crucial as SOEs negotiate the complexity of digital transformation. Notwithstanding that, to increase their operational effectiveness, SOEs can better meet the demands of the communities they serve by embracing innovation and utilising digital solutions, which will promote a more accountable and responsive public sector.

Corporate governance

The concept of corporate governance has changed dramatically throughout time. Stakeholder interests and accountability were not given much consideration in early corporate governance structures, which were frequently informal. However, to ensure organisational integrity, transparency and long-term sustainability, strong governance structures are becoming increasingly important. The significance of moral leadership, risk control and open financial reporting was highlighted by these incidents (Solomon, 2020). It was noted by Larcker and Tayan (2020) that the key components of corporate governance consist of:

Board of Directors: At the heart of corporate governance, the board oversees establishing the company’s strategic direction, supervising management and making sure the business acts in the shareholders’ best interests. The board’s independence, diversity and experience are frequently used to gauge its efficacy.

Management: The functions and duties of management are outlined in corporate governance frameworks. For management to be held accountable to the board and shareholders, they must act openly and in accordance with the goals of the business.

Shareholder rights: With the ability to vote on important issues like board member elections and big business deals, shareholders are essential to corporate governance. Upholding the rights of shareholders is essential to making sure businesses continue to answer to their owners.

Stakeholder engagement: Employees, clients, suppliers and the community are just a few of the stakeholders that modern corporate governance acknowledges as being important. Companies can better comprehend these groups’ interests and incorporate larger societal issues into their governance procedures by interacting with them.

Regulatory frameworks: Corporate governance processes are governed by several laws, rules and recommendations. These frameworks, which differ from one nation to the next, comprise guidelines established by international organisations, stock exchanges and regulatory authorities. They frequently concentrate on topics including executive salaries, financial disclosures and board duties.

King Report

King Reports were released by South Africa’s King Committee on Corporate Governance. They provide some values and approaches for effective governance. The actual code of practice that transforms these principles into practical suggestions is the accompanying King Code. They are well known for their progressive, principles-based (rather than rigorous, rules-based) strategy that prioritises ethical leadership, sustainability and stakeholder inclusion. They are recognised as the cornerstone of corporate governance in South Africa, particularly in public and SOEs (Rossouw, 2020).

The evolution of Kings I, II, III and IV

Because of changing stakeholder expectations, regulatory frameworks and economic realities, the field of corporate governance has experienced significant change in recent decades. The several versions of the King Reports on corporate governance in South Africa are the best example of this progression. The King codes, which date back to the early post-apartheid era, have continuously addressed both domestic demands, such as redressing historical injustices and encouraging moral leadership, and global developments, such as the emergence of sustainability as a strategic priority and global financial crises. Van der Merwe (2020) and Rossouw (2020) discuss how codes and reports have evolved to accommodate changing local and international business settings.

King I (1994)

King I was published shortly after Apartheid ended. Its principal goal was to improve corporate governance in a newly democratic South Africa to attract foreign investment and comply with international standards. Key Point of Interest: It was one of the first governance laws in the world to explicitly define a stakeholder-inclusive strategy, moving beyond the limited shareholder-centric model, which prioritises profit for owners. This indicates that corporations are responsible to their communities, suppliers, employees, shareholders and the environment.

King II (2002)

The Enron scandal and other business scandals highlighted the importance of stronger internal controls and risk management. Principal aim: It gave integrated sustainability, internal auditing and risk management a lot more emphasis. It revealed that sustainability, or social and environmental performance, was not distinct from governance but rather necessary for long-term corporate success. Reporting requirements were reinforced.

King III (2009)

The King reports evolved by substituting succinct, principle-based guidelines for long, prescriptive rules to answer the growing desire for more accessibility, simplification and a shift towards results rather than strict procedures, fostering more informed and meaningful reporting. This was achieved by replacing the ‘comply or explain’ strategy with the ‘apply and explain’ approach, which enables organisations to tailor governance approaches to their own unique context while showcasing how they produce significant results. An outcomes-based governance model based on five fundamental pillars ethical culture, high performance, effective control, legitimacy and the creation of value for stakeholders was therefore born as a result of this growth.

King IV (2016): The current standard

A growing desire towards more informed and significant reporting has been fuelled by a growing need for increased accessibility, simplification and a results-focused approach rather than strict procedural compliance. Organisations must now go beyond theoretical support under King IV by actively putting governance principles into practice and then providing an explanation of how they did so, as well as the quantifiable results they achieved. King IV’s outcomes-based governance model, which is focused on six important governance outcomes: ethical culture, high performance, effective control, legitimacy and the production of value for stakeholders, embodies this change.

Therefore, this study emphasises the King IV Report’s crucial compliance recommendations for SOEs, highlighting the necessity of appropriate IT infrastructures for enhancing organisational performance. The understanding that effective IT goal execution is a strategic imperative rather than just a technical exercise is at the heart of this study’s goal. Both government and SOEs can improve their IT governance arrangements in ways that promote accountability and performance results by implementing the rules and best practices described in King IV.

Control objectives for information and associated technologies

Moudoubah et al. (2021) elucidate that support should be above the primary goal of COBIT to promote best practices through an organised, global IT standardisation process. Therefore, by identifying an organisation’s core IT competencies and coordinating IT with the business plan, COBIT maximises the advantages of IT. The following areas are the focus of COBIT: strategic alignment of the firm’s business plan, IT alignment with the company’s operations, resource management optimisation to increase return on investment and effective risk management to lower major risks to the organisation. Figure 2 presents a thorough process oriented governance and management model.
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The COBIT framework’s significance arises from its ability to bridge the gap between broad corporate strategy and technical IT activities (Ikhsan et al., 2021). COBIT assists organisations in making better decisions, performing better and reducing risks associated with IT operations by providing a holistic approach to IT governance. Kesuma et al. (2022) add that COBIT provides a useful foundation for developing nations such as South Africa in the modern digital economy, where organisations rely on technology to drive innovation and maintain their competitiveness. Its methodical approach assists organisations in streamlining operations, establishing clear accountability and coordinating IT initiatives with more general business objectives. Mangalaraj et al. (2014) emphasise that, achieving operational excellence, adhering to industry standards and fostering stakeholder confidence, are all vital for sustained success in emerging economies.

Information Technology Infrastructure Library

The ITIL is a dynamic and fundamental framework for efficient IT service management rather than merely a passive set of rules. Information Technology Infrastructure Library was first created by the Central Computer and Telecommunications Agency (CCTA) of Britain in the late 1980s, and it has now matured into a widely accepted collection of best practices. Nachrowi et al. (2020) contend that ITIL provides an organised framework that not only arranges these best practices but also actively assists companies in coordinating their IT services with business objectives.

To support the above assertion, Aguilar-Alonso and Vergara-Calderon (2020) postulate that ITIL management service encompasses internal and external supplier development activities, service control and the implementation of control procedures throughout their life cycle. These principles are quite useful for developing policies to monitor and manage the ITIL service lifecycle. This study notes that recommendations for the design and development of IT management services and procedures continue to be part of the project service process. According to Yamami et al. (2018), activities continue to be the process of translating previously established strategic goals in a service portfolio. Information Technology Infrastructure Library transition services collect the requirements of the service strategy, analyse the service project and apply this context to service operations to reduce the risk of failure and provide guidance on the service strategy requirements encoded in service design that are successfully implemented.

International Organization for Standardization

A study by Rusman et al. (2022) emphasises that to have effective practices that drive efficient IT governance, International Organization for Standardization and the International Electrotechnical Commission (ISO/IEC) 27002 frameworks should be in place to align the principles and guidelines aimed at enhancing an organisation’s information security management for organisational success. The principles underlying foundational elements of ISO/IEC 27002 are information security, asset management, safety of human resources, physical security and the environment, operations and communications management, access control, acquisition, development and maintenance of information systems, information security incidents management, business continuity management and compliance.

The ISO/IEC 27002 standard is critical for establishing effective IT governance procedures, and it provides a comprehensive collection of rules and concepts aimed at improving an organisation’s information security management system (ISMS). Information security is an essential component of IT governance for enterprises, particularly SOEs that routinely handle sensitive data and operate in highly regulated environments (Calder & Watkins, 2024). In addition, a study conducted by Herath et al. (2023) asserts that the ISO/IEC 27002 framework can help organisations ensure that their IT systems and procedures are secure, robust and compatible with worldwide best practices. Rusman et al. (2022) further add that ISO/IEC 27002 framework supports IT governance by providing an organised method for dealing with information security threats and describing safeguards that businesses can put in place to protect their information assets, such as data availability, confidentiality and integrity. These safeguards are critical for reducing risks such as cyberattacks, unauthorised access and data loss for SOEs, which commonly supervise critical infrastructure and public services.

Good governance framework

According to Palmer et al. (2022), a good flow of information for organisations requires a well-designed, less time-consuming and easy-to-implement good governance system to be in place to ensure the right information is collected at the right time. In addition, organisations need to ensure that proper strategic planning is done, and staff is well trained and competent in the methods of performance reporting, while stakeholders are involved in strategic planning.

Figure 3 shows the link between dependent, moderating and independent elements, outlining the conceptual framework that reflects the idea from corporate governance and strategic information systems planning. The variables describe how planned activities are executed and how each variable impacts the organisation’s daily operations and performance. It also recognises the challenges the company has with the performance reporting tools and the IT governance architecture. The dependent variable primarily focuses on the organisation’s existing systems and the staff’s access to information. Conversely, the components of the IT governance framework charter, policies, accountable framework, IT reporting, IT risk framework, decision-making structures and the application of the logical framework are examined by the independent variables.
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Methods

This study used a literature review methodology, utilising a wide range of papers that were indexed in the Sabinet and Google Scholar databases. 40 articles in all contributed to the corpus of material that was analysed. The importance of strong IT governance frameworks, the difficulties of putting such frameworks into practice, the integration of digital technologies and the implications of these factors for SOEs were among the recurrent patterns and important themes that the study discovered through thematic analysis across the selected articles. Welman et al. (2025) defines thematic analysis as a step by step framework emphasizing the significance of rigorous data familiarization, systematic coding, and the iterative development of themes. These themes are summed up in Table 1.
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Thematic analysis highlights that strong IT governance is necessary for SOEs to successfully match their technology investments with strategic objectives. Strategic alignment, which ensures that IT investments are not made in isolation but rather directly support the organisation’s overarching goal and long-term objectives, is one of the most prominent themes that emerge from the literature.

Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) flow diagram presented in Figure 4 illustrate the literature search process conducted using the Sabinet database and Google Scholar.
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Research settings

An initial search for information technology governance and performance in SOEs using the Sabinet Database and Google Scholar without any time or restriction parameters produced 123 documents. The following search string was used to narrow down the results for the years 2019 through 2025 ‘IT governance’, ‘digital technology’ and ‘performance of public entities’ are the title keys. The search procedure was then made more efficient by using other parameters, such as publication year (2014–2025) and document type (conference papers, journal articles and book series). A total of 40 documents were selected as the study’s foundation once these criteria were applied. Thematic analysis was then carried out to methodically find, examine and report recurrent patterns and themes across the 40 articles to determine the essential themes of the selected articles, such as pertinent journals and their individual contributions to the performance of SOEs.

Documents analysis

One hundred and twenty-three papers published between 2014 and 2025 with the keywords ‘IT governance’, ‘digital technology’ and ‘public entity performance’ were first found by the database search, which was carried out via Google Scholar and many Sabinet databases. A criterion that required each paper to specifically address the integration of digital technologies and IT governance to improve performance capabilities in SOEs was used to refine the selection. A set of 40 pertinent documents were found using this filtering process, increasing the study’s viability and correctness. When taken as a whole, these 40 articles offer a thorough summary and justification of how IT should be used in conjunction with digital technologies to boost performance in state-owned businesses.

Discussion

The weakness in Strategic Alignment causes a foundational flaw. Without a clear, controlled link between digital spend and public benefit, even effective management of resources and risks becomes tactical. Investments risk becoming fragmented technological upgrades rather than revolutionary levers. This explains the prevailing sentiment of digital initiatives being ‘side-of-desk’ undertakings rather than essential strategic imperatives. Furthermore, the findings in Risk Management and Assurance reflect a compliance-oriented, rather than an insight-driven, strategy. The assurances required to comprehend the state of the digital environments are not consistently provided to governance authorities. Addressing this means elevating digital risk to the Board or EXCO agenda and mandating frequent, integrated assurance reports that address technological resilience, data integrity and strategic benefit realisation. A recurring propensity to confuse governance with operational IT management is shown by the shortcomings in resource management. Metrics such as system uptime and project deadlines become disproportionately important when governance is restricted to managing daily operations. Although these are significant, they frequently take precedence over more general strategic factors, such as the creation of long-term talent pipelines, the flexibility of IT architecture to accommodate new technologies and the efficient use of data as a strategic asset. As a result, this operational bias hinders state-owned entities’ capacity to move beyond function maintenance to true strategic governance, where IT choices are in line with resilience and long-term organisational success.

Ethical considerations

Ethical clearance to conduct this study was obtained from the University of South Africa’s College of Science, Engineering and Technology, School of Computing (ERC) on 01 April 2025 (No. [6109]).

Results

Findings indicate a considerable gap between digital programmes and basic public service mandates. Strategic plans usually discuss ‘digital transformation’ in broad terms but lack detailed roadmaps linking specific IT initiatives to demonstrable service delivery objectives. Budgeting for digital initiatives is generally project-based and ad hoc, rather than being guided by a value-centric portfolio strategy advocated by governance frameworks. The precise identification and ownership of digital risks, such as systemic data breaches, crucial system dependencies or algorithmic bias in automated services, are underdeveloped, despite the existence of general risk registers. Cybersecurity was typically characterised as a technological concern rather than a strategic governance issue. Additionally, the assurance function is disjointed: According to a senior official, ‘internal audit looks at financial controls; however, deep into IT audits are rare and depend on specific triggers’. This suggests a lack of comprehensive, continuous assurance over digital governance. Audit committee members are not proficient enough to properly analyse digital proposals or performance reports. Performance measurement for IT services is largely operational, not tied to strategic results. Data, as a critical resource, are maintained in silos with inconsistent governance, restricting its potential for integrated service delivery. Strong IT governance frameworks that are adapted to the local environment are vital given the ongoing challenges that South African SOEs face, such as severe financial restrictions, aging infrastructure, governance failures and growing public accountability demands. The strategic implementation of digital tools can greatly improve service delivery and streamline internal processes in South African SOEs, ultimately leading to improved citizen satisfaction. Digital systems that enhance procurement openness or provide real-time service performance reports, for example, can assist in restoring public confidence. To improve SOE performance in South Africa’s quickly changing digital ecosystem, this literature review successfully draws a crucial connection between digital transformation and IT governance, arguing for an organised, context-sensitive approach that integrates both components.

Conclusion

The study demonstrates that digital technologies alone cannot improve performance; in the absence of a strong and flexible governance structure, they typically result in segregated investments, higher risk and unmet objectives. The restrictive, compliance-driven IT governance may limit the flexibility and creativity that digital technologies provide. Information technology governance must shift from a control-oriented position to an enabling framework that proactively manages digital adoption to fully achieve performance capabilities. To convert technical promise into genuine operational, strategic and competitive advantages, governance systems must be both adaptable to the rate of technological change and structured enough to ensure alignment with the organisation’s key strategic objectives.

The framework indicates that the core difficulty is not a lack of processes, but a weak governance linkage: the absence of strategic risk direction cascades into fragmented operational management and incomplete resilience assurances. To build integrated risk and resilience processes across the entire business, sustainable progress necessitates a sequential strategy that starts with the management establishing its risk appetite. This illustrates how a well-defined and operationalised framework can produce focused, useful insights for theory and practice.

To ensure optimal resource utilisation, effective risk management and accountability, the research emphasises the significance of robust governance structures in coordinating technology investments with organisational strategic objectives. This collaboration between IT governance and digital transformation not only tackles the difficulties faced by SOEs, like financial limitations and public accountability, but also puts them in a better position to address the demands of the communities they serve, promoting a more responsive and accountable public sector in South Africa.
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